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Who is this guy?

• Sr. Network Administrator

– 19+ years with WRC

– Responsible for the technical management and support 
of the backend infrastructure

– 10+ years additional focus on Information Security –
Securing WRC’s computing infrastructure and data 
assets



Why are we here?

Why are we here?

Recognize - that there are people out there that want to take advantage of us for their 
personal gain or desire to just wreak havoc.

Responsibility – Feeling that you need to do your part for your organization to protect 
the company and the clients you serve. 

Information – Learn something new or reinforce what you may already know.

Connection – Unexplained or uncontrollable desire to get in touch with your inner nerd 
OR more likely to come together with your peers to compare notes and share 
experiences.

The reality is phishing attacks are a constant threat to businesses (as well as 
personally). They are not going anywhere because they are still effective. As time goes 
on phishing attacks are evolving and are becoming increasingly sophisticated.



What’s the big deal

Successful Phishing attacks can:

• Put personal information at risk
• Cause financial loss for victims
• Put business data and systems at 

risk
• Damage your company’s 

reputation
• Put you out of business



Threat Overview – Phishing
• Estimated that 3.7 billion people send around 269 billion emails every single day. Researchers 

suggest that almost one in every 2,000 of these emails is a phishing email, which means 
around 135 million phishing attacks are attempted every day.

• Nearly 86% of all phishing attacks target U.S. entities

• 86% of Email Attacks are “Malwareless”

• URL phishing detections increased 269% in 2019

• One-third of all data breaches in 2019 involved phishing

• 48% of malicious email attachments are Microsoft Office Files

• 84% of SMBs targeted by phishing attacks

• 74% of All Phishing Websites Use HTTPS Protocol

• Cyber criminals are creating an average of around 1.4 million phishing websites every month 



Red Flag Emails
Things that should make you go hmmmm…

1. Emails Insisting on Urgent Action
-Fluster or distract the target. 
-Threatens a negative consequence if the action is 
not taken

2. Emails Containing Spelling Mistakes
-professional email sources that contains spelling 
mistakes or grammatical errors should be treated 
with suspicion.

3. Emails with an Unfamiliar Greeting
-Those addressed to “Dear XXXXX” when that 
greeting is not normally used, 
-Contains language not often used by friends or 
co-workers.



Red Flag Emails
Things that should make you go hmmmm…the sequel

4. Inconsistencies in Email Addresses
-Random checking of senders’ email addresses.
-Checking the sender email address against 
previous emails received from the same person.

5. Inconsistencies in Links and Domain Names
-Malicious websites can easily be disguised as 
genuine links. 
-Hover a mouse pointer over a link in an email.

6. Be Wary of Suspicious Attachments
-File attachments should be treated suspiciously.
- Unexpected file attachments should raise suspicion 
even more
-Unfamiliar extension (.vbs, .exe, .ps1 .bat, etc.).



Red Flag Emails
Things that should make you go hmmmm…the final chapter

7. Emails That Seem Too Good to Be True
-Promise that they will benefit by clicking.

- Appeal to the target ́s curiosity or greed.

- The intended targets have not usually initiated 
contact. 

8. Emails Requesting Login Credentials, Payment 
Information or Other Sensitive Information

-No one reputable will EVER ask for this kind of 
information.



Anatomy of a URL



Understanding URLs

Basics
DNS domain name
• Starts after the first period after the hostname
• End before the first single slash



Understanding URLs

Basics
DNS Top-Level Domain (TLD) name
• Starts after the last period and before the first slash
• Ends before the first slash

• Examples: .com .net .org .gov .mil .biz
• There are over 1000 TLD names

• https://www.iana.org/domains/root/db



Understanding URLs

Information can be pulled from:

•Shared Systems
•Browser History
•Browser Cache

Basics
Variables
• Anything after the first “?” is a variable being passed back to the host to be 

evaluated.
• Often used to track users

Can be crafted to obtain sensitive data:

• Usernames
• Passwords
• Session tokens



Understanding URLs

Basics
• The most important URL analysis skill you can know or teach is figuring out 

what the TRUE DNS domain is!



Understanding URLs

Basics
• There is a BIG difference between…..



Common URL Phishing Tricks

Spotting malicious URLs – Look-Alike Domains
Subdomain tricks

The Domain is:
paypal.com.bank

NOT
paypal.com



Common URL Phishing Tricks
Spotting malicious URLs – Look-Alike Domains

Domain tricks

The Domain is:
security-paypal-centers.com

NOT
paypal.com



Common URL Phishing Tricks



Common URL Phishing Tricks

o Valid, Trusted Email Message:

▪ In Outlook, From displays:

▪ Derek Lipp

o Invalid, Un-trusted Email Message:

• In Outlook, From displays:

• Derek Lipp 
[dIipp@thewrcgroup.com]



Common URL Phishing Tricks

https://www.google.com/search?gs_ssp=eJzj4tTP1Tcwyk4zMjFg9BJOLC0uKUrMyUzMUyjOSC3ISC1KAQCe1wqt&q=australian+shep
herd&rlz=1C1CHBD_enUS810US810&oq=australian+sh&aqs=chrome.1.0j46j69i57j0l2j46j0l2.12429j0j4&sourceid=chrome&ie=UTF
-8

https://bit.ly/31yTreX

URL Shortening

• URL shortening services covert longer URLs into “shortcut URLs
• Bit.ly, goo.gl, t.co, tinyurl.com

• Initially intended to just help people type them in more easily or save space 
on Twitter (140 character limit)

• Very often used maliciously to hide intent or redirection



https://bit.ly/2QhW4vc



Common URL Phishing Tricks

Example:
IP address: https://35.192.90.70
www.thewrcgroup.com

Special characters: 
https://%77%77%77.%54%48%45%77%52%43%47%52%4F%55%50.%63%6F%6D
www.thewrcgroup.com

URL Encoding
URLs can be represented using IP addresses and special characters to 
camouflage the real domain name.



Common URL Phishing Tricks
Overly Long URLs

Phishers use overly long URLs to make it more difficult for the user hovering 
over the link to see it or even want to see it all.



Common URL Phishing Tricks

File Attachments

• File attachment is actually a wolf in sheep’s clothing

– Not actually the type of file it is displaying

– Actually points to a URL link



Common URL Phishing Tricks

Digital Certificates

• Just because it has the lock does not mean that the site is not malicious
• Does not mean you can automatically trust the site

• More and more phishing websites have valid “Trusted” certificates
• This is because of some “Certificate Authorities” do minimal validation

Questionable 
Certificate Authorities:
• Google “free SSL”
• Legitimate services
• Abused by bad 

actors

Top trusted Certificate 
Authorities:
• Digicert/Thawte
• RapidSSL
• Symantec
• GeoTrust



Remember
Opening URLs or File Attachments

Doing so can lead to:

• Immediate exploitation (remote control, malware, ransomware, data 
exfiltration, etc.)

• Sending computer or network information:
• IP address, Operating System information, Web Browser information, 

Location, etc.

• Sending your password hash to the remote attacker



What can I do?
Personal Defenses

• Educate yourself and your co-workers (www.knowbe4.com)
• Always hover before you click
• Don’t download or open unexpected files
• Investigate or ignore suspicious URLs (www.brightcloud.com)
• Submit to a malware inspection service (www.virustotal.com)
• Stay patched
• Make sure you are running Anti-malware software and keep it up-to-date
• Remember the Red Flags and live by them



What can I do?
It’s ok to hover

• Always, Always, Always “hover” over ALL URLs first to reveal them
• What you see in the “display” URL may not be the true destination URL



What can I do”
Investigate or ignore suspicious URLs

https://www.brightcloud.com/tools/url-ip-lookup.php



What can I do?
Submit to a service:

https://www.virustotal.com/gui/home/url
(70+ different anti-virus engines)
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